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SECURITY INFORMATION

The entire fast Cerman econcny is vulnershle to loss of (ro-

raileay system. The Reichsbehn is particularly vulnerable to ragductions
in traific because it is operating virtually el mesimum capacity; oinee
the irtencity of ctrrent operations has already laken up sost of e

-

"glack® in the gystem, ary reduction of facilitles will reduco lrallle
outzl vore or lesc soriously. Although tx,.:; aples aluost ewery fneob
of rajlroad operstions potentially vulneravle, few of these affond
practical bottlenccks for the critical veduction of trailic bty govart
acticn, The mojor aspects of ralilroading are iisted below, not accarding
to thedir individual vilnerabilities, but according te tie vilneralility
to which thelr attack would exposo the entire system. (Jecause it is

alrost as difficult to attack low-wmluve tarpets as high, 1t ls.rocoie

mendad that low-valiue tarrets be passed over.)

Low Value Tar;ets
locimotive Lnventory
Mreight car inventory
Unnpowen

Goal supply

Rall supply

Tis suply

Svare parts supply
Materdals supnly

Statieons, of'ficos, ole,

s
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(To attespt direct aetion apainst individual lecomotives, onrs,
key persoimel, or ’t}éz basle surplies would be irpracticsl because unils
are muerous and widely dispersed, E:ec@se amilabi‘}.it:ﬁ of replacenonts
rrobably execeds the present ability to attack, amil becavse the woluue
of tralfic los: wgecteble per action, is too sralle locouctive Mueld
is also a poor tarret: ecal is pwodused and stored n too nony noixie
rate places Lo mie ite dm:;imtﬁ.m in eritical wolwies o practiond
rrojoctes

Iven less e”foctive than the covert, direct-action destruction of
a loeomotive or b cary would be such covax;t._, direct-action devicas
ag sdsedirecting frelipgli cars or sabotaging Journal boxes to incrosse
the incidence of hot hoxes, See Arpendix 11; "lhegative Eé;acw;gergkzt&.{ms“.)

Eigh Value T e
ClassifMeation yards
Sipmal installatlions
harkahops

The "Chain of Control¥

Lirpe and wdogee

Lle Clossification Yards

The capacilty of tle Relchsbtahn to sove tralfic vardes direstly

with the capacity of the sw of its teruimals and classification rards

3
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to despotoh and rocoeive freictd cars. The chiel Zast vercan jamis sre
Iﬁmxm yardo, vith mtonatic switeldng and braidng equipmert, widch
have the capacity of handling 2,500 to L,0 O cars per day. honetasp
yards randle about 500 to 750 cars dally. Damsge to cortrol instellis-
tions in the ten most isportart nmp yards, L of which are in Bexrlin,
ghould temporarily reduce the entlire Relchsbehn trafficability by rom
25 to 50 percent,
2, Sl Sysien

Vithout the Lleck aigral oystom on malor lincs ad tho J.0W.G
('mt;mmm traste cordrol) systes in Qm Uerlin area (possikly in
the lelio-leipely wres s well), the felohsbaln could not possiidy
sy ort the resent level of tralfic. Like othor potentinl totlloe
'xiwka, the sigral eystem 18 o greatly dispersed target and will te
difficuit to attas, lowever, the C,T7.C. System in the Jerlin mwea is

: C

controlled froe & Tew central pancls, damage to walch would reduce
tralfic in the metropolitan area 25 to 50 percert, and would Ladk wp
into selocted arets of the oconmy, where motropolitan traific arigie
mates. (The lecation of Helchsbnln C.T.Ce panels, ad of the bavic
contrel installations of the Llook signals is wol kaowm in 5/, Lnd

this inforeatlon mist be ewrilable eitheor in uwdeh @ best Larline)

SECRET
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3+ Warkshope
loconotive shops are more complleated and less numercus

b |
than car mmm, ém equippert 1o more cpeclalised ard morve CLIDIOYL
A

to repair and replaces ‘Fetn{tm 1o 0 mehe (ﬂu&* -i;sréﬁf

Deplraction of major installations in 2ll 12 of the locomolive
shops would reduce serviceable locomotives by about 15 units per deye
It would require 10 days of complete bloskaje in theso slops to reduce
the serviceable inwentory 10 percent, and 1% is likely that in that
ting, sone of the installations could be repaired or replaced. liowever,
damage to the L bigpest locomotive shops would reduce shop espacity by
about 50 percent,

Car shops aro oven Ms:—; of a target systen, ALL 20 of the vhopo
would have to be cemplotely bloeked far L0 days to yield a iC paroart
reduction of working inventory. Complote Llockage of all the shope
would Le vary difficult to achieve, and the essiexr recoveravlility of
car shops vwould meke it almoct Lupossibile to keep thew out of service
for iU dayBa

Chief potential bottlemeeks within the workshops are tzn wAChiles.

eanl T
Destruction of a few basic wachines in'the 12 locouotive workuhops

N

would reduce the ;roductivity of ach shop; destruction of the sure
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malmc' in geveral shops would prevernt *farming out® of certain funetions
between shope and would helphten tha reduction of ocutput,

{(Approcisately 18 locomotives anmd 220 freight cars enter amt depart
the workshops daily} servigeabls inventories total approxisately 6,000
locamotives and §5,000 freight cars, Daily workshops oroduction mpm»
sents approximately 1/5 of 1 percent of the serviceaile car pari ssat

1/3 of pre percent of the logo park.)

SECRE]
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TABIE I

R —— S

REICHSE AT NG A USE IS SIRUNGSH EREE
(Zst Cervan Railway Workahope )

wpcation

by vas

stentals

kedningen
. Chesmnits

Zwickaus

¥ ¥reizht Cars

Dogsgus:

Halle

Cotthusy
Halbaerstadt
Rostock
BerlineSruenewald
BerlineTerple Hof
Leipsig~-Encelsdart
Brandenburg-lest

P § 4t O

Grei fewald
Gt}
Jema

umm

¥ % 5y

Dolitgoh

%mm

Mhi (Moaklenburg
n (Lo

Berlis-¥arsadnusersty )

Yagdeburg-salbile

* lost imortant loconctive shops

t .
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Le "Chain of Coprbrol®
Thie is an over-all desiznmation for several possible arosof
wulnerability, including the railway inter-comunications systen,
through which ordors are relayed and the several publications wsed in
planning and contrelling traffie,

Because any failure in the comaunications system can be imnedintely
parosived and rapicly repaired, this target will be rassed over. Of
the several publicetions thet are essential to the plarming and cone
trolling of traffic, several lond themselves to a counterfeiting wlich

G g
could eause considerable confusion befare being uncovered. M6 of Liwse
are

A+ The Buchfwly plan, a ranual of operating timetatles wileh Lists

\»
the schedules of @wrivels md departures of all trains at all stalions.
The muximun permissible operating speeds, grosc and net lomds allowed,
and nﬁ.;xmm brakin: pover, are stipulated,

It may be posaible to counterfeit some Buchlfahrplaener, ;iving
excespive spodd, insufficient braking requiresents, and/or conflicting

sehedulos which could couse tlewups or accldents.

Se The Falwplaphlatt, o prephic timetsble, piving clsilar infariation

4o that in the Duehifalolan. This publicat on would be more difificult
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to counterfoit, (Locause the bogus schedules n sht be nore quickly
apparent whon cherted in graphic form,
Ce The *la® wideh 145t slo.—down sections, ete. on
open linog,
. bl'
8
Other offlcial Reichsbeln docwumnts, which gay prove useiwl in

counterfeiting, irclude:

Car Order Books

Dispatoh Sheots

Caxr Park Index

Car Shipring end Reeeiving Hecords
Clearing Cards

S Lime and bridges
There are goveral wei-passaa on the new Ouber Froight Ring
which girdles Berlin, lamage to sow of tlese, preferably one on the
northern loop and cne on the southern, hot enly would m-a..l.w% rail
traflie ook throwh the western sectors a-i‘. Derlin b also would reduce
the capucity for by-psssing Derlin and would sericusly overlesd the |
motropolitan ymde and lines, Berlin is the bigpest botilencck in &11

east Burcopoun railroads.

SeCRES
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APPEMDIX I
Nogative Recoumendation

A Misdirection
lecause all rall yards are heavily gusrded by civil, railmay and

political police, itwmld bve difficult for any non-Relichsbalin enployee
ﬁk" _\,&A W&\)

guason T

to switeh shiyping lablea or wore than & few cars per day, :s?;d it weuldd
be extremely difficult to msintain a continidng rropras of seilcldng
lables in a given yard fopr wmore tlan o very few days, To be seriously
olffontive arninst the Holchsbalm, teare of switchers would have te
operate at scoves of different dospotehing yards.

It would be mch sasier far & controlled Reichsbaiin enployoe to
switch lables, but few aumployees would have time Lo switch lables in
sigrdficant mmbers, and it is certain that arny employes would be spprew
hended very scon after b» began the progran,

The Reichsbahn loads and despatches wore than 25,000 cars per &ay.
It is probable that at laast 1/2 of 1 peruer&-(l'&_‘}' carg) are :iséirected
dailys from error anxl carelessness, The eifect on the econoy i é‘i'r‘"‘“\ld)
meglizible.

Any project that we can organize will be sporadic and can hardly

achieve 12U wdodirested units per day before il is apprelandad,

&%(RE\
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The results will n-t Justify the costs and risk,
Be Hotbomes
Hothuotes are not & recomendsd targel Lecause ’s.m;’ arc readly
recogrized, culekly corrected, amd cause little loss of trefllie., There
has bveen a gradusl inercese in the inci.demﬁ of hotboxes due to ihe

intensified wtilimtion of equipment and all railwsy sersonnel hava

)
been alerted to wateh for thems Thim will reduce the effectivencos

of any program of inducing hotboxes. DBecause rany hwotbozes can be
corrected without ceadlining the car, or even removing it fros the
traing Vt.}me phenoing are ngre of a headache than a serious Lotlle-
neck to traffic, It is belioved that Inducing hotboxos will riald,
per action, the snllest reduction of traflie of any of the availulle
target systomns,

Nothoxes can be caused by removin: eithar the oll or the packing
from axle jouwrnal boxes, bty diluting the oil, or by adding abrasives to
the oil. Probably less than L0 out of 100 cases of induvced hotboxos
would resuld in the loss of a full car-day out of service,

A c ontrolled Felchabahn employse mipht be able to echieve wiolew
sale hotbox induetion by adding send to Jourrsl lubricarts in buil

vhorameg the provess night te repeated several tlses, Lyt it W also
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1ikely that the ssnd would be detected before much damage ia dobes
Cy Materdials Supply

In 1948, the chief Lottleneck to workshops productivity was the acute
shartage of parts and ratarials, wheel rizs, tubes, ~wips, electri
tullae, steel plates, corper, Lronze and bebitt metal, anong othar

Lol 5
iteug, were in short suply. This shortage became eriticnl after the
counter-blockede of Bast-diest trade; lowever, the blocinde lasted long
enough far damestic supplios to be established for all these con.odi-
ties, and materials supply is no longer a serious problem in Reichse
bahn workshops. Horeover, because the counter-tlockade Iarced the
So ol o
Reichebabe 0 estallishi autarchic supply for materials and cosponmIts,
it will now be very difficult to restrict availability of these itmss
to the werkshopss
KBz Although toviet tloc railvays are attenpiing to buy scic

rails, tubes; ete. 11Meltly in westarn markets, ibsir nosd fis // mt

-) arparently great Lecause they do not offer high rrices.

Approved For Release 1999[5&157 : CIA-RDP79T01049A000700060004-1



